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FIRMWARE - RELEASE NO.: SR-801331.02 

General Information: 

Software-Number: 129863 

Last released Version: V2.01 (V000310321.040201.02020151) 
New Version: V00220425.040201.02020152 

Release Date: 2022-04-25 

Software Author: M. Sommer  

Affected Products: DTS 4128V2 

Product-Number(s): 130293, 117973 Rev. 01 or higher 

Affected File(s).: 

ProductVersion: 
-00220425.040201.02020152 

dts4128app.ubifs 

- dtsapp V2.02.0002 

- time module V1.01.0001 

- fpga module V1.00.0002 

- fpga  V1.37.0000 

- ntp V4.2.8p15 

- dtscommon agent V2.00.0001 

- dts4128 agent V2.00.0001 

- Language  V1.02 

- DTS-COMMON.MIB  20120419000 

- DTS4128.MIB  20210331000 

dts4128cfg.ubifs 

- timezone table:  moba  0010 

 user  0001 

dts4128rootfs.ubifs 

- Build  220425.061708 

- Busybox V1.30.1 

- snmpd V5.8 

dts4128u-boot.imx 

- bootloader V1.0.0-2016.11 

dts4128zImage 

- kernel V4.9.76.0000 

dts4128devicetree.dtb 

dts4128check.md5 

Release by Software Developer: 

This signature validates the release:  
 

Modifications, Improvements:  

- For changes see attached changelog 

 

Reason for Modification, Impro.:  

- Internal Tests and customer requirements 

 

Recommendation for Update: Stock to be update by production:   (AVOR is responsible) 

 
 

Procedure for Update:  

See “Update instructions“ section in CHANGELOG.md file in firmware zip delivery 

Remarkes, Enclosures:  

Vom Entwickler auszufüllen:  OK N/A  OK N/A 

- Prüfsystem kompatibel mit neuer Firmware:   - Versionsanpassung komplettes Gerät nötig?:   
- Neue Firmware in Produktions-Verzeichnis verfügbar:   - Version angepasst:   
- FW auf Programmiermedium kopieren (AVOR):   - Source Code gesichert:   
- Neue Firmware in Sales-Verzeichnis verfügbar :   - Dokumentationsanpassung definiert:   
- Updateprozess auf Gerät getestet:   

Distribution                                                                    Support  
PositionE E2  EL   AVOR   CSO   E2       Filing: External: 
Name M. Sommer HJ. Rohrer ……. ……. M.Sommer ……. ……. A. Kohler  Verkaufs- 
Date         gesellschaften 
Signature          
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## [00220411.040201.02020152] 2022-04-11 

### Update instructions 

For general update instructions, please consult manual 800847.07 

Special instructions to update this version from any previous firmware: 

1. As first step, update application and Kernel image 

  - dts4128app.ubifs 

  - dts4128zImage 

2. As second step, update all other images 

  - dts4128u-boot.imx 

  - dts4128devicetree.dtb 

  - dts4128rootfs.ubifs 

  - dts4128cfg.ubifs 

### Added 

- CI/CD Test: Validate firmware images containing MOBA-NMS string required for firmware update 

- CI/CD Test: Validate root user lock in firmware images 

- CI/CD: Fully deploy firmware with GitLab CI/CD pipelines 

- Introduce this CHANGELOG.md as part of the firmware zip delivery 

### Changed 

- Changes required for MBS factory 

- Change Product name to 'DTS 4128S V2.timeserver' for Siemens devices 

- Change Product name to 'DTS 4128 V2.timeserver' for non Siemens devices 

### Fixed 

- Fix ProductVersion.txt handling during dtsapp startup 

- Fix DTS restart after hostname change 

- Show correct busybox version 

- Fix watchdog timeouts setup for "startup process", "normal operation" and "firmware update" 

### Security 

- Disabled FTP service in factory defaults configuration 

- Disabled telnet service in factory defaults configuration 

- Disabled ntpq service (no ntpq queries allowed) in factory defaults configuration 

- Disabled SNMPv1/v2 (allow SNMPv3 only connection) in factory defaults configuration 

- Changed root user password (root user is always disabled/locked in released firmware) 


